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Part I Multiple Choice Challenge

1. This term describes a piece of data that a website stores on a user’s machine and is

designed to remember something about the user later.
a. Cookie
b. Cache

c. Token

d. Session

2. Which of the following is not considered g type of malware?

a. Adware
b. Freeware
€. Sp}/\«VaI'G

d. Ransomware
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b. Phishing
¢. Skimming

d. Shoulder surfing

without the

Thisdype ol software is designed to infiltrate o damage a computer system
S

owner's informed consent,
a. Spyware

b. Adware

¢. Malware

d. Software bugs

Which encryption technolo gy provides a secure channel over an insecure network in a

client-server architecture?

a. Digital signature encryption
b. Symmetriz key encryption

¢. SSL/TLS encryption

d. Hashing algorithm encryption

What 1s the primary objective of confidentiality in communication?
a. To ensure the message is encrypted
b. To restrict access to only the sender and intended receiver

c. To confirm the identity of each party involyed

d.

How is confidentiality achieved in communication?

To ensure the message is not altered without detection

By encrypting the message

a.

bh. By confirming the identity of each party

c' By ensuring message integnty

d. B;’ making services accessible and availape
W&W is quthentication important in comMUnicatiop
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1 Toenciypt the message contents
b restiict access to only the sender and intended receiver
¢ Toconfirm the identity of cach party involved
d. To ensure the message is not altered without detection
W hat is the purpose of message integrity in communication?
a. Toencrypt the message contents
0. Torestrict access (o only the sender and intended recetver
¢. Tocontirm the identity of each party invelve:d
d. To ensure the message is not altered without detoction
10. What does the concept of access and availability 1efer te in communication?
a. Encrypting the message contents
b. Restricting access to only the sender and intended receiver
¢. Confirming the identity of each party involved
d. Ensuring services are accessible and available to users
11. The use of computer and network resources to get unauthorized access to informatiop,
a. Hacking
b. Cracking
c. Cvbercrime
d. Ethical hacking
12. Pecple that may not be trusted and have authorized access to some of a company’s
information.
a. External Insiders Individuals
b. Employees

Eavesdroppers

G

d. Financial Information
13. Which of the following is not an insider threat?
2. Emplovees
b. Distributors
c. Service providers

d. External internal Individuajs
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14, Stealing personal information. and USIng it withoyt one’s permission 1o

fraud.
a. Personal information
b. TFraud

(@]

Identity theft

d. Social engineering
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15. Which of the following is considered a precaution to keep personal information safe’

4. Only carry essential documents.

b. Your trash is a treasure.

¢. Use different PIN numbers for different cards.
d. All of the above

16. A unique name used to identify who 1s attempting to log onto a computer or network.
a. Second identification
b. Password
¢. Usemame
d. Userrequesting access
17. A sequence of characters used to determine that a user requesting access to a system is
really that particular user.
a. Firstidentification
b. Password
¢. Username
d. Access

18, Which of the following is not a method of social engineering?
(& v

. Vishing

b. Skimming
. Phishing
J. Shoulder surfing
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b, Phishing
¢, Skimming
d. Surfing
20. Malicious software that usually run silently and secretly every time the computer starts
and can create a backdoor for criminals to access the system.
a. Trojan horse
b. Botnets
¢. Dialers
d. Backdoors
21. What encryption method does the Secure Socket Layer (SSL) protocol use to secure the
channel over the public Internet?

e. Private key encryption
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Symmetric key encryption
Public key encryption

T e

h. Hashing algorithm encryption

22. A method of verifving the identity of a device or person connecting to a service online,

which involves multiple methods of proving 1dentity:
a. Single-factor zuthentication
b. Two-factor authentication
¢. Continuous authentication
d. Biomietric authentication

23, Which of the following i¢ 2 legitimate cybersecurity defense mechanism?

a. Social engineering

b. Phishing

c. Firewall

d. Spoofing
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data or mtroduce | seeurity threat:
a. Talgaung
b Dumpster diving
v Spear phishing
d. Pregvhacking
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25 Software specttically designed to detect ang climinate viruses and other malware from a

computer 1s known as:
a. Debugger
b. Antivirus
C. Defragmenter

d. Compiler
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Question 1-What is confidentiality? Why is confidentiality important? How can confidentialiry »
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Question 2- What is authentication? W hy 1s authentication important? How can authentication pe
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achieved? What is network access control’
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Integriry be achieved:

' What is access? What is avatlability? vy
Question 4- ) abilitv be achieved?’
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Vare access and availability important? Hoy,
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Part 1j1. Case Study
Case Study Exercise: Social Engincering Attack on TechCo Inc.

Background: TechCo Inc., a mid-sized lechnology firm specializing in dz!la zma@yﬂcs‘ software,
recently experienced a seeurity breach. The breach was traced back to a socml.cngmc'crmg attack.
A attacker, pretending to be an IT support technician, contacted employees via email and phone,
Sy entually convineing one ot them to provide their login credentials. This case study explores how
the breach oceurred and aims to identify preventive measures.

Scenario: You are part of the cybersecurity team at TechCo Ine. tasked with anal yzing the breach
and dey eloping strategies to prevent siiilar incidents in the future.

L Xercise:
Part 1: ldentification
 Task1: Analyze how the attacker could identify and select their target within TechCo Inc.
Consider the possible information sources the attacker might have used.

e Task2: Identify the key vulnerabilities (technical and human) that were exploited in this
attack.

* Task 3: Describe the steps taken by the attacker from initial contact to the success&ul
acquisition of the credentials.

» Task 4: Discuss the role of social engineering techniques such as pretexting, phishing, and
baiiing in this scenario.

Part 3: Impact Assessment
o Task 3: Evaluate the immediate and long-term impacts of this breach on TechCo Ine.

Consider both tangible and intangible effects.
Task 6: Assess how the breach could have been detected earlier.

Part 4: Prevention and Response

Task 7: Propose a comprehensive training pro eram for SR —

o to social engineering attacks_ ‘ |
v Task 3 Recomm?nd Iﬁchmcal Sat_eguards and policies that TechCo Inc. should implemep,
to enhance its derens.cr Cl‘:’z?mst soctal engineering attacks. _ i
o Task?: Develop aresponse plan for Potential tuture incidents that includes both itigatio,
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